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Bonrorpan

06 yreepxnenny Konnenuuu wHGOpMATMOHHON 6€30MacHOCTH
rOCyAapCTBEHHOTO YUPEIKAEHHS 3APaBOOXPAHCHHUS
«Kmmanueckas 6oneHrna Ne 5»

B coorsercTBHH ¢ PenepanbHbiMK 3akoHamMu oT 27.07.2006 Ne 152-®3 “O
NEePCOHANBHBIX AaHHBIX, oT 27.07.2006 Ne 149-03 “O6 undopmauuu, uHGOpMa-
[MOHHBIX TEXHOJOIMSIX W O 3amyTe uHbopManmu”, oT 21.11.2011 Ne 323-03 “0O6
OCHOBaX OXpaHbl 3J0pOBbs rpaxcaad B Poccuiickoil Penepauun’, pyKOBOICTBYSCH
[TocTanosnenusmu [IpaButenbcTBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
“O6 yTBep)IeHHH TpeOOBaHMI K 3alMTe NePCOHATBHBIX NaHHBIX NPH UX 06paboT-
Ke B MHQOPMAIIMOHHBIX CHCTEMax MepCOHaNbHEIX NaHHBIX M OT 15.09.2008 Ne 687
“06 yreepxaenun [lonoxxenus o6 ocoGeHHOCTSX 0OpabOTKU NMEPCOHANBHBIX JaH-
HBIX, OCYIIECTBIsEMON 03 MCIIONIBE30BaHMUs CPENCTB aBTOMAaTH3aUu”’
IpHUKa3BIBaIo:

I YTBepauTh ¥ BBECTH B AedicTere KoHnenuuio HHGOpMaLMOHHON Oe30macHo-
CTH B IOCYJapCTBEHHOM YUpEXAeHHM 3apaBooxpaHeHus «Knuauyeckas 60abHULA
No 5%» (npuntokeHHe K MPUKa3zy).

2. Cotpyauukam ['Y3 «KB Ne 5% npuHSTE K UCIIOTHEHUIO nonoxenus Konuen-
uun “HOOPMAIOHHOH 0€30M1aCHOCTH.
3. KoHTpos ncnonHeH s IprKa3a OCTABISIO 32 COOOM.

['naBHBIM Bpau K.II Iloznneimes




YTBEPXJIAKO
4 ['Y3 «KB Ne 5»
K.II. I'To3zgueiuer

or 20.171.2018 Ne 257

KOHLEITIMA
HHQOPMALKOHHOH 0E30NacHOCTH
roCyJapCTBEHHOIO YUPEKICHHS 3[PaBOOXPaHEHHUS

“Knunnyeckast donpHuIa Ne 57

B nacrosimemM QOKyMEHTE HCIONB3YIOTCS CAENYIOLIME TEPMUHBI U UX OIpele-
JICHUH.

ABTOMATV3MpPOBaHHAs CHCTEMA — CHCTEMA, COCTOAINAs W3 MepcoHana U KOM-
IIeKca CpelCTB aBTOMATU3allMU ero HesITeSbHOCTH, peanu3yronias WHpOpMalHroH-
HYIO T€XHOJIOTHIO BhIITOHEHUS YCTAHOBIEHHBIX (QYHKIIMIA.

AyTeHTH(GUKAUUS OTIPABUTENS AAHHBIX — MOATBEP)KIEHUE TOTO, YTO OTIIpa-
BUTEJb [TOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

bezonacHOCTh NMEPCOHANBHBIX NAaHHBIX — COCTOSAHME 3ALMILEHHOCTH IIEPCO-
HAJIBHBIX JaHHBIX, XapaKTepHU3yeMoe CIIOCOOHOCTBIO IMOJIb30BaTelNel, TEXHUYECKUX
CPEICTB W HMHGOPMAIMOHHBIX TEXHOJOTMI obecrnedyuTh KOHGUIACHINAILHOCTD, Le-
JIOCTHOCTB U JOCTYITHOCTE MIEPCOHANBHBIX TaHHBIX MPH UX 00padoTke B MHpOpMaLU-
OHHBIX CHCTEMAaXx MePCOHAJIBHBIX JaHHBIX.

BrokupoBaHye MepCOHATIBHBIX JAHHBIX —BpEMEHHOe IpeKpalleHue o0paboTKu
IIEPCOHANBHBIX JAHHBIX (32 HCKIOYEHHEM ClydaeB, ecnu oOpaboTka Heobxoauma
JUTsl YTOYHEHHUS TIePCOHANBHBIX JaHHBIX ).

Bupyc (KOMIOBIOTEPHBIN, NTPOrpaMMHBIH) — UCIIOIHAEMBIN IPOrPaMMHBIM KO/
WA UHTEpIpeTUpyeMblii Habop MHCTPYKUMMH, 0OJajarolyii CBOACTBAMHU HECAHK-
LIMOHMPOBAHHOIO paclpOCTpaHeHust M camoBocnpousBeneHus. Cosnanuble 1y6nu-
KaTbl KOMIIBIOTEPHOTO BUPYCa HE BCerja COBNANaroT C OPUTHHAIIOM, HO COXPaHSIOT
CITOCOOHOCTE K JaJbHEHIIEMY PACIIPOCTPAHEHUIO U CaMOBOCIIPOU3BEAEHMIO.

BpenoHocHas mporpamMma — IporpamMma, IpedHasHadYeHHas I OCyllecTBlie-
HUS HECAHKUHWOHUPOBAHHOIO JOCTyNa U (MJIM) BO3ACHCTBUS Ha MEPCOHANIBHbBIE JaH-
HbIE UM PECYypPChl MHGOOPMAIIMOHHOM CUCTEMBI IIEPCOHATIBHBIX JaHHBIX.

BcroMorartensHble TEXHUUYECKUE CPeNCTBa U CUCTEMBI — TEXHUYECKHE CPENCT-
Ba ¥ CHCTEMBI, HE NpefHa3sHadeHHble s repenadu, oOpabOTKU U XpaHEHHUs I1epco-
HaJTBHBIX NAHHBIX, YCTaHABIMBAEMble COBMECTHO C TEXHHYECKMMM CPEIICTBaMU U
CHCTEMAaMH, NIpeIHA3HAYEHHBIMHE i1 0OpabOTKY MEPCOHANBHBIX AaHHBIX MM B IO-
MEILEHUAX, B KOTOPBIX YCTAHOBJIEHB! HHMOPMALMOHHBIE CHCTEMBI NEPCOHANIBHBIX JaH-
HBIX.

JlocTyn B OMEpAIMOHHYIO Cpely KoMmmbioTepa (MHGOPMAUMOHHOM CHUCTEMBI
IIePCOHAIBHBIX JaHHBIX)— NOJMyYeHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJHEHUE LITAT-



HBIX KOMaH]|, QYHKUUHA, IPOLEAYp ONEepallMOHHON CUCTeMbl (YHUYTOXXEHUS, KOIIUPORa-
HUS, TIEPEMELLEHNS U T.I1.), UCIIOMHSIEMbIX (DaiiioB MPUKIaIHBIX IPOrPaMM.

Joctyn K MHGOPMALKMY — BOBMOXXHOCTE IMOTy4eHHUs HHGOPMAaLKHK U €€ UCIIOIb30-
BaHUs.

3aKnaqoyHoe YCTPOMCTBO — 3/EMEHT CPEACTBa CheMa MH(OpPMAaLM, CKPBITHO
BHEIPSIEMBIH (3aK/1a/IIBAEMBIN WITH BHOCUMEIL) B MECTA BO3MOXKHOIO CheMa MH(POpMaLMK
(B TOM 4YHClle B OTpaXIEHHe, KOHCTPYKLMIO, ODOpyAOBaHHE, NpeaMeThl HHTEphepa,
TPAHCIIOPTHLIE CPEICTEA, & TAKKE B TEXHUYECKHE CPeACTBa U CHCTeMbl 00paboTKU UB-
dbopmanuu).

Vnentuduxarys — mprucBoeHHe CyObeKTaM B 00BbeKTaM JOCTyNa WACHTH(UKATOpa
¥ (WIH) CpaBHEHME PEIBSBIIEMOro UASHTU(GUKATOPA C IEPEYHEM IIPUCBOSHHBIX HIIEH-
TH(QUKaTOPOB.

Hudopmanyonsas cucreMa nepcoHansHex ganuex (MCITIH) — nadopmanu-
OHHAsl CHUCTeMa, MPEeICTaBNsoulas coOOH COBOKYMHOCTh IEPCOHANBHBIX IaHHBIX,
comepKaMxcs B 0a3e MaHHBIX, @ TaKKe MHQOPMaUHOHHBIX TEXHOJOIWH U TEXHU-
YEeCKMX CpEICTB, MO3BONAKOUIMX OCYILECTBIATH 00paboTKy TaKHX NEPCOHAIBbHBIX
JAHHBIX C HCTIOIB30BAHHEM CPEICTB aBTOMAaTH3alMU Ui 0e3 HUCIONb30BaHUs TaKHX
CpPEACTB.

HHbopMallMOHHbIe TEXHOJIOTHWH — IPOLECChl, METOIb! TIOUCKa, cOOpa, XpaHeHus,
00paboTKY, NPeIOCTARIECHHUS, PACTIPOCTPaHEeHHs MH(GOPMALMK U CIIOCOOBI OCYLIECTBIIE-
HUS TAKUX [IPOLIECCOB U METOJIOB.

Hcnones3opanue NepCOHANBHBIX MaHHBIX — NEHCTBHsS (Olepaluu) C Iepco-
HaJbHLIMM JAHHBIMU, COBEpIIAEMbIe ONIEPATOPOM B LENSX NPUHSATHS PEIICHUH WX
COBEPIIEHHUS MHBIX ASHCTBHMH, NOPOKAAIOIIMUX IOPUANYECKHE MTOCIIEICTBHS B OTHO-
IIEHUH CYOBEKTA EPCOHATBHBIX TAHHBIX WK OPYIHX JIUI JHOO MHBEIM 00pasoM 3a-
TPAarvBarOLIUX IpaBa M CBOOOABI CYOBEKTa IMEPCOHANBHBIX NAHHBIX WM JPYTHX
JIALL '

Hcrounuk yrpo3sl GezonacHocTy HHGOPMALMK — CYOBEKT JOCTYMa, Mareprats-
HEIH 0OBEKT WK (HH3HUYUECKOe SBICHKE, SBIIOIMEC IPHYMHOM BOSHUKHOBEHHS YTIPO3bI
©e301acHOCTH WHQOPMALIUH.

KonTrponupyemas 30Ha — IPOCTPAHCTBO (TEPPHTOPHS, 3[aHKE, YacTh 30aHHus, 110-
MEILEHKE), B KOTOPOM UCKITFOYEHO HEKOHTPOIMpPYeMOe NpedbIBaHUe ITOCTOPOHHUX ML, &
TAIOKE TPAHCIIOPTHBIX, TEXHUHECKMX YU MHBIX MATEPHANILHBIX CPENICTB.

KoHbuaeHIMaIbHOCTE TEPCOHANBHBIX JaHHBIX — 00s3aTeNIbHOE s COOMIOIEH!S
OTepaTopOM MM MHBIM MOMyYHUBLIMM TOCTYT K IEPCOHANBHBIM JAHHBIM JTULOM TpeboBa-
HYE He JIOITYCKATh KX paclpocTpaHeHue 0e3 corviacks CyOBeKTa IEPCOHATBHBIX JaHHbIX
WJIK HAJTAYMs. MHOTO 3aKOHHOTO OCHOBAHHS.

MeskceTeBoll SKpaH — JIOK&IbHOE (OIHOKOMITIOHEHTHOE) WM (DYHKIMOHAIBLHO-
paclpeneieHHOE MporpaMMHoe (IPOrpaMMHO-2IIapaTHOE) CPEACTEO (KOMILIEKC), peay-
3YIOIIIEE KOHTPOJIb 32 MH(bOpMAIWeli, OCTYNAoIEH B UHPOPMALIMOHHYIO CHCTEMY TIep-
COHAIIBHBIX JAHHBIX ¥ (WITH) BRIXOISIIEH U3 HHPOPMALMOHHONH CUCTEMBI.

Hapymurens 6e30IaCHOCTH IEePCOHANBHBIX NAHHBIX — (U3NUYECKOe JIHLO, CIy-
YaliHO WM NPEeIHAaMEPEHHO COBepLIarollee JefCTBYS, CIEICTBHEM KOTOPBIX SIBJISIETCS Ha-
pyllieHHe GEe30NacHOCTH IEPCOHANBHBIX JAHHBIX MPH MX 00paboTKe TEXHUYECKMMU CPell-
CTBaMM B HH(MOPMAIIMOHHBIX CHCTEMaX NEPCOHAIIHBIX JaHHBIX.



HearromaruzuporarHas o0paboTKa NepCOHATBHEIX JaHHBIX — 00paboTKa mnep-
COHaJIBHBIX HAHHBIX, COAEPKAIMXCS B HHOOPMaLMOHHOM CUCTEME NMEePCOHAIbHBIX
JaHHBIX JU00 W3BJIEYEHHBIX U3 TAKOX CHUCTEMBI, CYUTAETCS OCYLUECTBICHHOH 0e3
HCIIONIb30BaHUSL CPEACTB aBTOMAaTH3alUUX (HEaBTOMATU3MPOBAHHOM), €CIIM TaKHe
NEeWCTBHS C NMEepPCOHATBHBIMU JAHHBEIMH, KaK HCIIOJB30BaHHE, YTOYHEHHME, pacIpo-
CTpaHEHHE, YHUYTOKEHHUE MIePCOHAIBHBIX JAaHHBIX B OTHOIIEHHMH KaXKAO0ro U3 CyOn-
€KTOB INEePCOHATBHBIX JaHHBIX, OCYLUECTBISIOTCS NPU HENMOCPEACTBEHHOM y4acTHH
YeJIoBeKa.

HenexnapupoBaHHbIE BO3MOKHOCTH — (QYHKIMOHAIBHBIE BO3MOXKHOCTH CPEICTB
BBIYMCITUTEIEHON TEXHUKY, HE OMMCAHHbIE WM HE COOTBETCTBYIOLLME OIMCAHHBIM B JIO-
KYMEHTALIMH, [PYA WCTIONB30BaHMH KOTOPBIX BO3MOYKHO HapylleHHe KOH(UAESHIHUAIBEHO-
CTHU, JOCTYTIHOCTH WY LIEIOCTHOCTH 00pabaThiBaeMOoil HHQOPMALIAH.

HecaHKIHOHUPOBAHHBIH MOCTYN (HECAaHKUMOHUPOBAHHBIE NEUCTBUS) — NOCTYII
K nH(OpMALIMY WX OEMCTBUS ¢ HH(QOpMALMeH, Hapylalolye MIpaBuila pa3rpaHiyeH s
JIOCTYTIa C HCIIONIb30BAHUEM IIITATHBIX CPECTB, MPENOCTARIIEMbBIX HH(POPMaLlMOHHBIMHU
CHUCTEMaMH [IEPCOHANIBHBIX JaHHBIX.

O6e3nuynBanye NepPcOHANBHBIX NaHHBIX — AEHCTBUS, B PE3yIbTATE KOTOPBIX
HEBO3MOJKHO OIPEAeNUTh NPUHANISKHOCTh NEPCOHAIBHBIX JaHHBIX KOHKPETHOMY
cyOBeKTY NIepCOHANBHBIX JaHHBIX.

O6paboTKa IepCOHATBHBIX JAHHEIX — JEHCTBUS (Onepauyu) ¢ NepCOHaIbLHEIMH
JAHHBIMM, BKIEOYast cOOp, CUCTEMATH3ALIMIO, HAKOIUIEHHE, XpaHeH!e, yTOuHeH e (0OHOB-
JIeHHe, U3MEHEHHUE), UCIIONB30BaHKe, PACcIIpOCTpaHeH e (B TOM YMCTIe repenady), 00es-
JMYMBaHUE, ONIOKUPOBAHKE, YHUYTOKEHNE [IEPCOHAIBHBIX JaHHBIX.

Oneparop (IepCcoOHANBHBIX AaHHBIX) — FOCYJAapPCTBEHHBIN OpraH, MyHULIHANIAIb-
HBIM OpraH, OPUIWYECKOe UM QU3UYeCKOe JIMLO, CAMOCTOATENBHO UK COBMECTHO
¢ OpYIMMHM JIMUAMY OpraHu3yoye U (WIX) OCYIIeCTRIAomue o0paboTKy nepco-
HAIBHBIX [JAHHBIX, & TAKKE ONMpeleNsIoue Lenu o0paboTKU NMEPCOHANBHBIX IaH-
HBIX, COCTaB [EPCOHANBHBIX JNAaHHBIX, MOATEXAIUX 00paboTke, NEHCTBUS (onepa-
L[} ), COBEpILIAeMBIE C IEPCOHAIBHBIMH JAaHHBIMH.

Texnuueckye cpencTBa MHPOPMAIIMOHHON CHCTEMB] NIEPCOHATIBHBIX TaHHBIX —
CpeJICTBa BBIYUCIUTEIBHON TEXHUKY, HHOOPMALMOHHO-BEMUCIUTEbHbIE KOMILIEKCHI U
CETH, CPEJICTBA M CUCTEMBI Iepefayy, npueMa 1 obpaborku I1/IH (cpencTsa u CUCTeMbl
3BYKO3AIKCH, 3BYKOYCHIICHNS, 3BYKOBOCIIPOM3BEIEHHA, TIEPErOBOPHBIE ¥ TEICBU3HOHHbIC
YCTPOMCTBA, CPENCTBA M3TOTORNEHUS, TUPAKUAPOBAHKMA JOKYMEHTOB M IPYrUe TEeXHITIe-
CKMe cpelicTBa 0bpaboTKu peyeroi, Ipadudeckol, Buneo- u 6yKkBeHHO-LM(PoBoH nH(OpP-
Mall{H), TPOrPaMMHBIE CPECTBA (OMepalliOHHBIE CHCTEMBI, CUCTEMBI YIIpaBjeHus 6azaMu
JIAHHBIX | T.I1.), CPENCTBA 3aIlUThl HHGOpMALHH, TPHMEHAEMBIE B HHQOPMALIMOHHBIX CHC-
TeMax.

[lepexpaT (uH(OpPMALKHK) — HEPABOMEPHOE NONydeHHEe HH(pOpMALUM C UC-
ITOJIb30BAaHMEM TEXHMUYECKOTO CPENCTBA, OCYLIECTRIAIOIEro OOHapyKeHUE, IPUEM
1 00paboTKy MHGOPMATHUBHBIX CUTHAJIOB.

[TepcoHanbHEble NaHHBIE — JF00as MHGOpMalKs, OTHOCSIIAACA K MNPSIMO HIIH
KOCBEHHO ONpEeJeeHHOMY WIM ompeneseMoMy (H3HuecKoMy JHLY (CyOBeKTy
NEePCOHAIBHBIX JaHHBIX)



[TomuTHKa «YHUCTOTO CTON2» — KOMIUIEKC OpPraHU3allMOHHBIX MEDPOIPHUSTHIA,
KOHTPOJHPYIOUIMX OTCYTCTBHE 3alMCBHIBAHWS Ha OyMarkKHbIe HOCHTENH KIHOUYEH U
aTpubyTOR HocTyna (raposeil) ¥ XpaHeHus X BONMU3M OOBEKTOR IOCTYIIA.

[Tons30Barens MEGOPMALMOHHON CHCTEMB! NEePCOHANBHEIX NAHHBIX — ITHIO,
y4acTRyIOIIee B (YHKUHOHUPOBAHWM HMHGOPMALMOHHON CHCTEMBI IIE€PCOHANIBHBIX
IaHHBIX WK HCIIOIB3YIOLIEe pe3yNbTATH e QyHKINOHHPOBAHUS.

Ilpapuna pasrpaHUYeHUs] JOCTYNa — COBOKYIIHOCTh IIPaBUIl, periaMeHTHUPYIO-
KX MpaBa JOCTyIa CyOBbeKTOB JOCTyNa K 00BeKTaM JOCTyIa.

[TporpammHoOe (MpOrpaMMHO-MAaTEMaTHYECKOe) BO3IEHCTBHE — HECAHKLMOHHU-
pPOBaHHOE BO3[EHCTBHE Ha pecypchl aBTOMATU3MPOBAHHOM WHOOPMALMOHHON CHC-
TeMBI, OCYILIECTBIISIEMOE C UCIIONIB30BAHUEM BPEIOHOCHBIX IIPOIPAMM.

PackpeITHe nepcOHANBHBIX JaHHBIX — YMBILUIEHHOE MM CIy4YaiHOe Hapylle-
HUE KOHQHICHIMATBHOCTH NIEPCOHABHBIX JaHHBIX.

PacnipocTpaHeHre NepCOHaNbHbIX JaHHBIX — ASHCTBUS, HAIIpaBIEHHBIE HA pac-
KPBITHE MEPCOHANBHEIX JaHHBIX ONpeNeleHHOMY JIMIYY UJIU ONpPENeIEHHOMY KpYry
JUI, B TOM 4HKCIe 00HapOAOBaHUE NEPCOHANBHBIX JAHHBIX B CPEACTBAX MacCOBOH
WHbOPMALMH, pasMelleHrHe B WHOOPMAIIHOHHO-TEIEKOMMYHHKAUMOHHBIX CETAX
WM [IPEeJOCTABIeHHEe OCTYIa K NePCOHATBHBIM TaHHBIM KaKUM-JIH0O WHBIM CIIO-
coboM.

CrienipaipHple KaTerOpUH IIePCOHATBHBIX AaHHBIX — IEPCOHANBHBIE JaHHEBIE,
KacCaroIHeCs. pacoBOH, HALMOHAIBHON NMPUHAMLJIEKHOCTH, MNOJTUTUYECKHUX B3IIIA/I0B,
PENTUTHOZHBIX UMK QUIOCOMCKUX YOEKIEHUM, COCTOSHMS 3J0POBES U WHTUMHOM
KU3HU CyOBEKTa NEPCOHAIBHBIX JaHHBIX.

Vrpossl 6e30IIaCHOCTH NEPCOHANBHBIX JAHHBIX — COBOKYIIHOCTD YCJIOBUH U dak-
TOPOB, CO3IAIOLIMX ONACHOCTH HECAHKLMOHUPOBAHHOIO, B TOM YHCIE CIy4aMHOro, J10c-
TYIa K TIEPCOHATBHBIM JaHHBIM, Pe3yJIETaTOM KOTOPOrO MOXKET CTaTh YHHUTOKEHHUE, W3-
MEHEeHHe, ONOKUpOBAHME, KOMWPOBAHME, PAaclpOCTpaHeHHe MEPCOHANBHBIX NaHHBIX, a
TaKOKe MHBIX HECAHKIMOHMPOBAHHBIX JIEHCTBHM NP MX 00paboTke B MHGOPMALMOHHOHK
CHCTeMe NTepCOHATBHBIX JaHHbIX.

VHUUTOXEHNE MEPCOHANBHBIX NaHHBIX — HEUCTBHS, B DPe3yJbTare KOTOPBIX
CTAHOBUTCS HEBO3MOXHBEIM BOCCTAaHOBHUTH COAEPXKaHUE IIEPCOHANBHBIX NAHHBIX B
¥HGOPMALIMOHHOM CHCTeMe TIePCOHAIBHBIX JAHHBIX ¥ (MIIK) B pe3yNbTaTe KOTOPBIX
YHUYTOXAIOTCS] MaTepHaIbHBIE HOCUTENH NEPCOHANIBHBIX TaHHbBIX.

Va38UMOCTE — CaboCTh B CPEACTBAX 3AIIMTHI, KOTOPYIO MOXHO KCIONB30BaTh IS
HApYLIEHUs CUCTEMBI WX coflepyKaluelics B Helt HH(pOpMAaliH.

LlenoctHocTh wHMOPMAIIME — CIIOCOOHOCTL CPECTBA BBIMUCIMTEIBHON TEXHUKU
WM aBTOMATH3HPOBAHHOM CUCTEMBI 0OeCreurBaTh HEM3MEHHOCTh HHQPOPMALMK B YCIIO-
BUSIX CITY4Yal{HOIO W/WIHY NPeIHAMEPEHHOTO HCKKeHNS (pa3pyIlIeHus ).



OBO3HAUYEHHMA U COKPAIIIEHU A

ABC — aHTUBHpYCHBIE CpPEACTBa

APM — aBTOMATHU3UPOBAHHOE paboyee MECTO

BTCC — BcrioMorarensHble TEXHUUECKUe CPEeACTRA U CUCTEMBI
UCTIIs — vedopMaliMOHHas CHCTEMA NIEPCOHATIBHBIX JaHHBIX
K3 — koHTpONupyemas 30Ha

JIBC — noxaneHast BEIMUCIINATENBHAS CETh

MD — MeKCeTeBOM 3KpaH

HCJI — HecaHKUMOHUPOBAHHBIN TOCTYTI

OC - onepalioHHas CUCTEMA

[1/1H — nepcoHanbHbIe JaHHBIE

[IMB — nporpaMMHO-MaTeMaTU4ECKOe BO3IEHUCTBYE

[1O — nmporpammHOe obecnedeHne

[T3MMH — nmoGoyHble 3MeKTPOMAarHUTHBIE W3ITy4YEHHS 1 HABOJIKA
CA3 - cucreMa aHaln3a 3allMIIEHHOCTH

C3U — cpencTra 321K Thl HHGOpMALKU

C3I1/Ju — cucrema (noacrcTemMa) 3alUUThl TEPCOHATIBHBIX JaHHBIX
COB — cucrema 00HapYXEHHUS BTOPKEHUH

TKVYH — Texauyeckrie KaHABI yTEYKY MHQOpMAaLK

YBITJIH — yrpo3sl 6€30M1acCHOCTH NEPCOHATIBHBIX JaHHBIX



BBE/IEHHE

HeobxoauMocTs pazpadbotku KoHueniuy o6ycnoBieHa cOOMOACHUEM NEHCT-
ByrOIIUX B Poccuiickoi denepauuy 3aKOHONATEIBHEIX U HOPMATUBHBIX JOKYMEH-
TOB 10 obecneyueHu0 6e30MacHOCTH epcoranbHbIX NaHHbX (I1nH).

Hacrosmas KoHuemnmus onpeneiseT OCHOBHbIE LENH W 3aJadH, a Takxke o0-
LYK CTPATErHIO NMOCTPOSHMS CHUCTEMBI 3alUTHl NepcoHanbHbIX JaHHbIX (C3111H)
['V3 «KB Ne 5%». KoHuenuus onpeneiseT 0CHOBHbIe TpeboBaHUs U 0a30Bble I1OIXO0-
1Bl K UX pealu3ali, U1 JOCTHIKEHHs TpeOyeMoro ypoBHs 06€30MacHOCTH WHGOP-
MaLyy.

Konuenuus paspaboTaHa B COOTBETCTBHH C CHCTEMHBIM IOAXOJOM K obecrie-
YeHHo WHOGOpManroHHON Ge3onacHocTH. CHUCTEMHBIN MOAXOMA IpPEAnoaraeT npo-
BEJIEHME KOMILIEKCA MEPOIPHATHM, BKIIIOUAIOIIUX HCCIeIOBaHHE Yyrpo3 UH(pOpMa-
IIAOHHOM 0Ee30MIacHOCTH U pa3paboTKy cucTeMsl 3amuTel [1/IH, ¢ NO3KMLIKH KOM-
[IJIEKCHOTO TIPHMEHEHNs TEXHUYECKUX U OpPraHM3alMOHHBIX MEP M CPEJCTB 3aILUTHI.

[Ton wropmanwoHHON OezonacHocTerO [IJ[H moHHUMaercd 3alIUIEHHOCTH
IIepCOHANBHBIX JaHHBIX U 006pabarsiBaroniell UX MHGPACTPYKType OT JIFOOBIX CITy-
YalHBIX MM 3JIOHAMEPEHHBIX BO3JEMCTBUM, PE3yIbTATOM KOTOPBIX MOXKET SBUThLCH
HaHeceHMe ylepba camoi mHbopmanuu, ee BrazensuaM (cyOwvexram I1[Jn) wnu
nH(pacTpyKType. 3anaun MHGOPMALKOHHONH 6e30MacHOCTH CBOAATCS K MUHHMHU3a-
K yiiepba 0T BO3MOXKHOHN peanuzanuu yrpos 6ezonacHoctu I1/IH, a Takke K npo-
CHO3MPOBAHUIO U NPEIOTBPALICHHIO TAKMX BO3AEHCTBHA.

Koduenuust CIy’kUT OCHOBOM AJsl pa3padOTKH KOMIIIEKCa OpraHu3alHOHHBIX
Y TEXHUYECKHX Mep MO 00ecneYeH o HHHOPMAIIMOHHON 6e30nacHocTd BonbHULb,
a TAaK)K€ HOPMaTUBHLIX ¥ METOJMYECKUX JOKYMEHTOB, 00ECIEYMBAIOIIUX €€ peanu-
3alIMI0, 1 HE MPEAnoNaraeT NOIMEHE QYHKUUNA rocyJapCTBEHHBIX OpraHoB BIACTH
Poccuiickolt ®enepaluy, OTBEHAOIMX 32 obecredeHne 6e30acHOCTH HH(OpMa-
[MOHHBIX TEXHOJIOTHH U 3alIUTY UHPOPMaLUH.

Konnenuus SBnseTcss METOLONIOTHYECKONH OCHOBOM JJIf:

- GOPMUPOBAHHS K NPOBENEHNUS €NMHON MOIUTUKU B obnacTu obecrieuenuu Geso-
nacuoctu [Tu 8 UCTIOH I'Y3 «KB Ne 5»;

- NPUHATHS YIPABICHYECKHX DEIleHMH W pa3spabOTKU NpPaKkTHYECKHX Mep IO BO-
TUTOIIEHHIO MOIUTUKK Ge3zonacHocTd [1/IH ¥ BBIpaOOTKM KOMILIEKCa COrjacoBaH-
HBIX Mep HOPMATHBHO-IIPABOBOTO, TEXHONOTMYECKOr0 M  OpraHU3allMOHHO-
TEeXHHMYECKOr0 XapakTepa, HalPaBIEHHBIX Ha BHISBICHHE, OTpaXeHHe U JIMKBHIA-
MO TIOCTIEICTBHIM pealn3alyy pasIiuHbIX BUAOB yrpo3 [1/1H;
- KOOpAMHAIIMK NESITENbHOCTH CTPYKTYPHBIX IOIPa3JEeIeHUH YUPeXXACHHS IpH
MpoBeNeHrd paboT Ho paseuTuio U skcmryarauuu UCIIJIH ¢ cobmoneruemM Tpebo-
BaHUi obecneuenus 6ezonacnocty [1/1H;
- pa3paboTKU NpeUIoKEHUH IO COBEPIIEHCTBOBAHUIO NPAaBOBOI0, HOPMATUBHOTO,
METOIUYECKOro, TEXHUYECKOr0 M OpPraHM3alUOHHOro obecrnedeHus 6e30macHOCTH
[THu 8 UCITOu I'V3 «KB Ne 5».

Obnacts nmpuMmenennss KoHLIenuuy pacnpocTpaHseTcs Ha BCe TNOApa3aesieHus
VUpEeXXIeHHs, SKCILTyaTUPYIOLIMe TexHudeckue U nporpammuble cpencrea UCIT/H,
B KOTOPBIX OCYILECTBIISIETCS aBTOMAaTU3HpoBaHHas obpaborka I1/1H, a Taike Ha



TIOJpa3JieNieHts, OCYIIECTRISIOHE COPOBOKAEHUE, 00CTyKHBaHUe U obecneye-
HHe HopMalibHOTrO QyHxkumonuposanus UCII/IH.

IpaBoBoii 6a30#i 1is pazpabotku Hactosel Koxnnenuyu cryxar TpeboBaHus
neticteyromux B Poccuiickodt enepanni 3aKOHONATENBHBIX U HOPMATUBHBIX 10-
KYMEHTOB I10 obecreyeHuro 0e30MacHOCTY NepcoHanbHbIX naHHbIX (I1/1H).

OBIIUE TTOJIOXEHMA

Hacrosmas Konuenius onpenenser OCHOBHBIE LENM U 33Ja4d, a TaKxke 00-
IIYI0 CTPATETHIO ITOCTPOSHUS CHCTEMBI 3alllMTHI NMepcoHanbHbIX AaHHbBIX (C3I1JH)
Bonbuuiel, B coorsercTBru ¢ Ilepeunem I1/(H, nomnexampx 3amute B MCILJ
Bonsautel. KoHuenys onpenenseT OCHOBHbIE TpeboBaHUus U 6a30Bble MOAXOABI K
HX peanu3alliy, IJis JOCTHXeHNs TpebyeMoro yposHs 0e30IacHOCTH HH(pOpMaLKH.

C3I1ds npencraiaseT coOOH COBOKYIHOCTb OpPraHU3allMOHHBIX M TEXHHYE-
CKHX MepOnpHUsTHH ans 3auTsl [1/IH OT HenpaBOMEpHOro WM CIy4aiHOIro JOCTY-
na K HUM, YHHYTOXEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOIIUPOBAHUs, PaclpocTpa-
HeHus [1/]H, a Tak)xe WHBIX HEMPaBOMEPHBIX JEHCTBUM ¢ HUMM.

Be3onacHOCTh MepCOHANBHBIX JAHHBIX NOCTUTAeTCs IIyTeM UCKIIIOYEHHUs He-
CaHKIIMOHMPOBAHHOr0, B TOM YHCJe CIy4alHOro, XOCTyIa K IIEpCOHANBHBIM JIaH-
HBIM, PE3YJBTATOM KOTOPOTO MOXET CTaTh YHHYTOXEHHUE, U3MEHEHKE, OJIOKHPOBa-
HHUe, KOIMUPOBaHUE, PACIIPOCTPAHEHUE NePCOHANBHEIX JAHHBIX, & TAKXKEe HHBIX He-
CaHKI[MOHHPOBAHHBIX JEHCTBUM.

Crpykrypa, cocTaB B ocHOBEble QyHKIMKM C3IIIH onpenensroTcs UCXOAd U3
ypoeHsa 3aummienHocty WCITAH. C3I1/I1 BxIroyaeT opraHusalMOHHBIE Mepbl U
TeXHUUYECKUE CPEJICTBA 3alMThl HH(GOpMaLKH (B TOM YHcIe IHUPPOBaIbHbIE (KpHII-
TorpabuyecKrue) CpeacTBa, CPeACTBa IPEIOTBPAILLEHMA HECAaHKLIHMOHUPOBAHHOIO
JOCTYIa, YTeYKM HHOOpMalMy [0 TEXHHYECKHMM KaHalaM, [porpaMMHO-
TeXHUYECKUX BO3IEHCTBUHM Ha TexHudeckue cpencrtBa obpabotkm I1/0H), a Takxe
HCIIONB3yeMEIe B HHOOPMAI[HOHHOHK cCUcTeMe HHPOPMALMOHHBIE TEXHOJIOT UK.

OTH MEPHI MPU3BaHbl 00ECIIEYUTE:

- xoHbHIEEIMATBHOCTh WHGOPMalUH (3alMTa OT HECAHKIMOHHPOBAHHOIO O3Ha-
KOMJIEHHS ); ‘

- 1enocTHOCTS MHE(OpMalny (AKTYaIBHOCTE U HENPOTHBOPEUMBOCTE MH(OPMALKH,
ee 3aIIMIIEHHOCTS OT Pa3pyIIEHUs ¥ HECAHKIIMOHHPOBAHHOIC U3MEHEHUS);

- JocTynHOCTs WHPOpMauy (BO3MOXKHOCTE 33 IPHEMIIEMOE BpeMs IIONYIHTh Tpe-
OyeMyro HHGOPMAIMOHHYIO YCIYTY).

OprasuzaloHEbe Mepsl IpefyCMaTpHBaOT CO3MaHKHe W NOJIepXaHHue IIpa-
BOBOH 6a3bl Ge3onacHocty 118 v paspaborky (BBeneHHE B eHCTBHE) NPEAYCMOT-
DEHHBIX B YYPESKACHHM CIEOYIOMMX OPraHU3allHOHHO-PACTIOPSOMTENIBHBIX INOKY-
MEHTOB:!

- [Inay MeponpusTUil N0 KOHTpOIo H obecmedenuto 3awutel [1J1H npu ux obpa-
6orke B UCI1/x;

- TopsmoK pe3epBUpOBaHMs M BoccTaHOBIeHUs paborocnocobroctu TC u T10, 6a3
nagaeix 1 C3U;



- JIOMKHOCTHAsI MHCTPYKIUKS JIMLa, OTBETCTBEHHOTO 3a OPraHM3aliio 00paboTKy M
3aIMTHl [IepCOHANBHBIX JaHHBIX obecreyenus OezomacHoctd I1JIH mpu mx obpa-
6otke B UCII1E;
- JToXHOCTHAS MHCTPYKLUHS JIHLA, OTBETCTBEHHOTO 32 obecreyeHue 6e30NacHOCTH
IT1a B UCIT]IH;
- JlomxHOCTHas MHCTPYKLKA oneparopa OBM B yacTi obecriedueHus 6€30MacHOCTH
[THx npu ux obpaborxe B MUCIIH;
- Uuctpykuys Ha crydalt BOSHUKHOBEHUS BHEIUTATHON CUTYallMH.

TexHuuyecKre MEphl 3alIUTHl PEATM3YIOTCS NPU MOMOIIM COOTBETCTBYHOIIMX
IPOIPaMMHO-TEXHHYECKHX CPElICTB U METOJOB 3aIlUTHI.

3AJAYU C3I1x

OcHoerol nensro C3I1/H sBnserTcs MUHHMHK3aNUsg yuwepda OT BO3MOXKHOM
peanuzanuu yrpo3 6esomnacHoctu [1J1H.

JIns [OCTM)KEHMs OCHOBHOM uenm cucrema OesomacHoctu I1/{n MCILOH
JI0JDKHA 00ecnedanBaTh 3G (HEeKTUBHOE pellleHre CIeAYOIHMX 3a1ay:
- 3alIUTY OT BMeILIATeNsCTRA B npouece Gyrkiuonuporanus MCIIIH mocTopoHHHX
mal (BO3MOXKHOCTE ucmonb3oBanys AC U JOCTYII K €€ pecypcaM JOJKHBI UMETh
TOJILKO 3aPErMCTPUPOBAHHEBIE YCTAHOBIEHHBIM MTOPSIKOM I101630BaTENH);

- pasrpaHHYeHue JIOCTyNla 3aperMCTPUPOBAHHBIX MMONB30BATENCH K annapaTHbIM,
nporpaMMHbiM U uH(opmanuonHsM pecypcam MCIIJH (BO3MOXHOCTE HOCTyNa
TONIBLKO K TEM PECypCaM M BBITONHEHMS TOJIBKO TEX ONepalyil ¢ HUMH, KOTOpBIE He-
06X0aUMBl KOHKpeTHsIM nos3oBatensm VICII/Ia 1uist BEINOMHEHUS CBOUX CITyKeo-
HEIX 00sI3aHHOCTER), TO €CTh 3aIUUTY OT HECAHKIIUOHMPOBAHHOIO JOCTYTIa:

- K uHdopmanuy, mupKyaupyomei B UCIT/IH;

- cpeacreaM BerauciuTensHoH Texauku UCIIIH;

- anapaTHEIM, IPOTPAMMHEBIM ¥ KPUNITOTPAQUIECKUM CPEICTBAM 3aIlUThI, HCIIOIb-
syeMbIM B UCIT/H;

- KOHTpPOJIb LENOCTHOCTH (o0ecnedeHre HEM3MEHHOCTH) CPeJBl UCIIONHEHHUS Mpo-
rpaMM U €e BOCCTAHOBJICHHUE B ClIy4ae HapylUIEHHUS,

- 3aLUMTY OT HECAHKLIHOHUPOBAHHOM MOIUOUKALMK W KOHTPOJNb LEIOCTHOCTH HC-
nons3yeMmsix B VICITJIH IporpaMMHEBIX CPENCTB, & TAKKE 3alIMTy CHCTEMbI OT BHE-
JApeHHUs] HECAaHKLMOHMPOBAHHBIX IIPOrpaMM;

- 3amuty [1JIH OT yTeYKH 10 TEXHHYECKMM KaHalaM Ipu ee 06paboTke, XpaHEeHUH
U nepenaye 1o KaHalaM CBA3H,

- 3ammty [1/{8, XxpanuMoii, oGpabaTeiBaeMON ¥ NepenaBacMol Mo KaHallaM CBA3H,
OT HECaHKLMOHUPOBAEHOI'O pa3IJlallieHus UIH HCKaKEeHHUS;

- oBecreueHne KUBYUECTH KPHUITOrpadiyecKux CpeiCTB 3allMThl MHQOpMaly
[pyU KOMITPOMETAIIMH YaCTH KJIIOYEBOH CHCTEMBI;

- CBOEBPEMEHHOE BBISBIEHHE HCTOYHMKOB yrpos OeszomacHoctd ITJIH, mpU4MH 4
YCIIOBHIH, COCODCTBYIOMMX HaHeceHHIO yiiepba cyOobekram I1H, coznanue mexa-



HHM3MAa ONEePaTHBHOIO pearupoBaHus Ha yrpo3sl OezonacHocTH I1/IH ¥ HeraTuBHEBIE
TEeHJEHLIUH;
- CO3JaHMe YCJIOBUM IS MUHMMH3AUWMK U JOKATH3alUH HAHOCUMOro yuiepba He-
IIPaBOMEPHEBIMY JAeUCTBUSIMU PUINHUECKUX U FOPUAMYECKHMX JIULI, OCNableHHe Hera-
THBHOTO BIUSHUS ¥ JMKBUIALXS OCIENCTBUM HapylieHus 6esonacHoctd I1/1H.
OO0BEKTEI 3aLLHUTHI:
1.1. Tlepeuyens nHGOPMALMOHHBIX CUCTEM

B I'V3 «KBb Ne 5%» mpouzBomuTcs 00paboTKa NMepCOHANbHBIX NAaHHBIX B HH-
dbopmaoHHBIX cucTeMax o00paboTku nepcoHansHbix AaHHbIx (MCITIOH). Ilepe-
yens UCII/JH, yTBepXaaeTcs NprUKa3oM IJIaBHOI'O Bpaya.

1.2. TIlepedyens OOBEKTOB 3aAILUTEI:

O0OBeKTaMy 3aIIUTHI ABISIOTCS — UHQOpManud, odpadareieaemas B MCIIOx, 1
TEXHUYECKHE cpencTBa ee oO0paboTku u 3awuThl. [lepedeHp NepcOHANBHBIX JaH-
HBIX, MONIeXauX 3aumTe, onpeneneH B [lepeyne I1/In, nomnexamux 3amyTe B
WCI1[IH, yTBepKAeHHOM npuka3zoM riaBeoro Bpada I'Y3 «Kb Ne 5».

O0BeKTh! 3aIUUTE] BKIFOYALOT:
1) ObpabaTriBaeMmas UHGOPMALIUS.
2) Texuonmoruyeckas UHQOPMALIUS.
3) IIporpaMMHO-TEXHHYECKUE CpefcTBa OOpaboTKH.
4) Cpencrra 3amuTs! [1J1H.
5) Kanans! WHOOPMAIIMOHHOIC 0OMEHa B TEIEKOMMYHHUKAIUY.
6) OGBEKTHI ¥ TIOMEILEHHUS, B KOTOPBIX pasMerieHs! koMoHeHTsl UCTTH.

KJIIACCUDUKALIMA ITOJTb3OBATEJIEU UCTIIx

[Tons3orarenem MCIIIH SBnaseTcs MO, y9acTByIollee B QyHKIMOHMPOBAHNH
WHOOPMAIMOHHOM CHCTeMB] IePCOHaNBHBIX JaHHBIX WM HCIIONB3YIOLIee pe3ybTa-
TBI ee QyHKIHoRKpoBanus. [lonszoratenem MCIIE sBnsercs mo60H cOTPYAHHMK
yapexnenus, umerouui joctyn x MCII/IH 1 ee pecypcaMm B COOTBETCTBHHM C yCTa-
HOBJIEHHBIM TIOPAIKOM, B COOTBETCTBHY C €r0 (QYHKIMOHANBHEIMY 005432HHOCTSIMH.

IMonszoBartenu VCITJIH neasaTcs Ha ABe OCHOBHBIE KATErOpHH:

1) Anmunucrparop 6ezomacnocTu. Corpynuuxu ['V3 «Kb Ne 5», xoTopsie 3aHH-
MaIOTCS HACTPOUKOM, BHEJPEHUEM H CONPOBOXIACHHEM CHUCTEMbI. AIMUHHUCTPATOP
HCTI/Ix o6aanaeT CleLyOLUUM YPOBHEM JOCTYIIA:

- obnanaeT monHOR MHpopManpeil O CHCTEMHOM M IPHKIZJHOM IPOrpaMMHOM
obecneuyenun UCI1/H;

- 06naaeT TONHON HHMOpPMAUMEHd O TEeXHUYECKHX CPEeICTBaX M KOH(HUrypauuu
HUCIIH;

- IMeeT JOCTYI KO BCEM TEXHUYECKHM CpefcTBaM 0OpaboTky MH(OpMalMK W JaH-
meiM UCIIH;

- ob1anaer mpaBaMu KOHGUIYPHPOBAHHS ¥ aIMHUHHUCTPATHBHON HACTPOWKM TEXHH-
yeckux cpencts UCITH.



2) Oneparop VICIIIx. Cotpyanuxu nonpasfencHuil BoIbHUIBI, yYacTBYIOILME B
npouecce 3kcruryarauun UCITH. Oneparop MICI1/IH obnanaer cneqyrouyM ypoB-
HEM JOCTyIa:

- oGnajgaeT BCeMM HEOOXONMMBLIMH aTpubyTaMu (Hampumep, napojem), odecrnequ-
BAIOLMMHE JOCTYII K HEKOTOpoMY noaMHoxecTBy 11/1H;

- pacrojaraeT KOHQUACHIMAIbHEIMY JaHHBIMHE, K KOTOPHIM UMEET JOCTYTI.

B I'V3 «KB Ne 5» onpenenens! nee kareropuu nonssosareneii MCIIIH: An-
MuHUCTpaTop 6ezonacroctu, Oneparopsl MCII/IH ¢ npaBamMy 3amucH.

Ha ocHoBaHMM 3THX KaTeropuil OIpeleleHbl IpaBa HOCTYNa K 3JIEMEHTaM
HCIIIu mist Bcex MOJIb30BaTENeH U OTpaKaroTcs B Marpuile 1oCTyna, yTBEpKIACH-
HoM npukazamu riragroro Bpada ['V3 «KbB Ne 5» no xaxaon UCIT/IH.

OCHOBHBIE TPUHIMIE! TOCTPOSHHUS CUCTEMBl KOMIUIEKCHOM 3alMThl HHGOp-
Malluu:

[MocTpoerwe cuctemsl obecniedenus 6esonacHocty [1J1a MCIIIH I'V3 «KBb Ne
5» 1 ee QYHKUHOHMPOBaHME NO/DKHBI OCYILECTBIATHECS B COOTBETCTBUM CO Clle-
JTYHOIIMMY OCHOBHBEIME IIPUHIIUIIAMHE:

- 3aKOHHOCTE;

~ CHCTE€MHOCTE;

- KOMILIEKCHOCTB;

- HENpPEPBIBHOCTE;

- CBOEBPEMEHHOCTE;

- MPEeMCTBEHHOCTb M HENIPEPEIBHOCTD COBEPLIEHCTBOBAHHUS,
- TIePCOHAJIbHAS OTBETCTBEHHOCTD;

- MUHUMU3ALHUS TOJHOMOYMHT;

- B3aUMOJIEHCTBUE U COTPYAHUYECTRO;

- TUOKOCTH CUCTEMBI 3aIUTHL,

- OTKPBITOCTS AITOPUTMOB M MEXAHW3MOB 3aLIUTEI;

- MPOCTOTA IIPUMEHEHUS CPELCTB 3alHTh,

- Hay4Has O0OCHOBAaHHOCTH U TEXHHYECKas Pealu3yeMOCTh;
- CHelHaTU3alMs 1 MPOopeCCHOHANM3M;

- 0043aTEIBLHOCTE KOHTPOJIS.

3aKOHHOCTb.

[IpemnoNaraeT OCYLIECTBJIEHHE 3aAIWTHBIX MepOoNpHATHH u paspaboTKy
C3I1Js I'Y3 «KB Ne 5» B COOTBETCTBUM C NEHMCTBYIOLIMM 3aKOHOAATENBCTBOM B
ob6macty 3aumThl I1JIH ¥ Apyr¥X HOPMATHBHBIX aKTOB 110 GE30MacHOCTH WH(OpMa-
IIMY, YTBEPXKAEHHBIX OpraHaMy I'OCyJapCTBEHHOM BIACTH M yNpaBIeHHA B Ipeje-
J1aX WX KOMIIETeHIHH.

[Mons3oBarenu u obcmyxusaromuii nepcodan HMCILOu I'V3 «Kb Ne 5» nomx-
Hbl GBITH OCBELOMIIEHE! O MOPsAKe paboTHl ¢ 3aluKiaeMoil HHbopMaLye u 06 or-
BETCTBEHHOCTH 3a 3aiunTy [1JIH.

CrcTeMHOCTb.

Cucremuslit noaxoa K nocrpoeruro C3I1Ju I'V3 «Kb Ne 5» npenmonaraer
y4eT BCEX B3aMMOCBS3aHHBIX, B3aUMOICHCTBYIOIMX Y W3MEHSIOIUXCS BO BPEMEHH



3JIEMEHTOB, YCIOBUM U (AaKTOPOS, CYLIECTBEHHO 3HAYMMEBIX JUIS NOHKMMAHMS M pe-
1meHus npobnems! obecnevenus 6ezomacHoctr [1Ju MCITAx BonsHuULsL.

[Ipu co3ganuy CUCTEMBI 3AITUTEl JOIKHBI YYUTHIBATHCS BCe cabble v Hanbo-
Jee ysi3BHMBIe MecTa cucteMbl obpaborku I1/IH, a Takke XapakTep, BO3MOXKHBIC
OOBEeKTHl ¥ HaNpaBleHHs aTaK Ha CHCTEMY CO CTOPOHBI HapyuuTened (0coOeHHO
BBICOKOKBANTM(PUUMPOBAHHBIX 37TOYMBILUIEHHUKOB), MYTH [POHUKHOBEHHS B pac-
npenenenubie cucteMbl 1 HCJl k nH@opManuu. Crucrema 3alMThl JOJDKHA CTPO-
UTBHCS C YyHETOM HE TOJIBKO BCEX M3BECTHBIX KaHanoB npoHukHoBerus U HCJI k uH-
dbopmanyu, HO U ¢ Y4eTOM BO3MOXKHOCTHU NOSBICHUS NMPUHLIMITHANBHO HOBBIX MMyTeH
peanuzaluy yrpo3 6e30nacHoOCTH.

KoMIIIeKkcHOCTE.

KomMmnekcHoe McHonb30BaHue METOAOB M CPEeACTB 3allUThl MpeanojaraeT co-
rJIaCOBaHHOE MPHMEHEHNE Pa3HOPOIHBIX CPEACTB MPH NOCTPOSHUHU LIEJOCTHOM CUC-
TEMBI 3aLIUTHl, TIEPEeKPBIBAIOIIEH BCe CYIIECTBEHHBIE (3HAYMMbIE) KaHalbl peanu3a-
MY YTPO3 U HE COAepIKallel cnabbIX MECT Ha CThIKaX OTAENBHEIX €€ KOMIIOHEHTOB.

3amMra AOJDKHA CTPOWTHCS 3IUENOHMPOBaHO. [ KaKIoro xaHajga yTedKd
AHGOPMAIMH W I KaXOOH yrpo3sl 0e30MacHOCTH JOKHO CYILIeCTBOBaTh He-
CKOJIBKO 3alIMTHBIX pybexeid. Coznanue 3alIUMTHBIX pyOexed OCyIECTBISAETCS C
Y4eTOM TOTO, YTOOBI JJIS MX MNPEONONEeHMS NOTEHLHATIBHOMY 3JOYMBILIEHHUKY
TpebOBAINCEH NPOQECCHOHATBHBIE HABEIKK B HECKONBKUX HEB3aMMOCBS3aHHBIX 00-
NacTsX.

BremHsas 3amura JODKHa obecrednBaTses QU3NYEeCKUME CPeNCTBaMH, opra-
HU3ALMOHHBIMU U NMpaBoBbiMu Mepamu. OQHuM U3 Haubonee yKpelleHHBIX pyOe-
et Ipu3BaHbl OBITH CPEACTBA KPUITOrpaduuecKon 3allUThl, peali30BaHHEIE C HC-
nonb3oBanueM TexHomorun VPN. IlpuknanHoll ypoBeHB 3alUThI, YYHTHIBAOUIUH
0COBEHHOCTH IPEIMETHOM 00IACTH, IPeACTABIACT BHYTPEHHUH pyOex 3allUTEL.

HenpepsipHocTh 3ammTel [1JIH.

Saura [1/I8 — He pa3oBOe MEPONPUSATHE U HE NPOCTast COBOKYITHOCTE IIpOBe-
JeHHBIX MEPONPUSTUH M YCTAHOBJIEHHBIX CPEICTB 3alLUTHI, @ HEMPEPBIBHBIM LeNe-
HAMpAaBJEeHHBIN Mpollecc, NPeAnosaraloliii NPUHATHE COOTBETCTBYIOUIMX Mep Ha
BCcex aTanax xusHenHoro nukna UCIIIx.

WCIIJIg momxHBI HaxOJMThCS B 3alUINEHHOM COCTOSHMH Ha NPOTSIKEHHH
BCEr0 BpeMeHM HUX (QYHKUHOHMPOBaHWS. B COOTBETCTBHUM € 3TUM IPHHUIHUIIOM
JOJIKHBI IPHHUMAThCS Mephl o HeponyueHuto nepexona MCIIIH B HesammineH-
HOE COCTOSIHUE.

BoNbIMHCTBY (PHU3MYECKHX M TEXHUYECKHX CPENCTB 3aIIUTHI 1nd d(dexTus-
HOTO BBITNOJHEHUS CBOMX GYHKIMHA HeoOXoauma NOCTOsSHHAs TEXHUYecKas M opra-
HU3aLMOHHAs (aMUHMCTPATHBHAS) MOAMEpKKa (CBOEeBpEeMEHHAas cMeHa U obecre-
YyeHye MPaBUIBHOrO XpAaHEHUs! U IPHMEHEHUs] UMEH, N1apone, Kiouel mudposa-
HUs, IEPEOTIpeNeNIeHre TONIHOMOYHH | T.1.). [IepephIBbl B paboTe CpenCcTB 3alUThI
MOT'YT OBITh MCIOJIB30BAHBl 3JTOYMBINIIEHHUKAMH [JIs aHalIu3a [IPUMEHSEMBIX Me-
TOIOB ¥ CPEICTB 3allMTHI, AJisi BHSIPEHHUS CIIeHalbHbIX IPOrPaMMHBIX M arnapar-
HBIX "3aKNManoK" ¥ OpYyTHX CPEeACTB NMPEOAONIEHHS CHUCTEMBI 3alMTHI I1OC/E BOCCTa-
HOBJIEHUS e€ QYHKIMOHHUPOBaHHS.



CBOEBpEMEHHOCTE.

[pennonaraer yNpexAalOLMil XapakTep Mep obecredeHHs O0e30MacHOCTH
[1/15, TO ecTh IOCTAHOBKY 3ada4d o KoMmrwiexcHo# 3ammre VICTIAn u peanusanuro
Mep obecnevenns 6esonacHocty [1JIH BHa paHHUX craausax paspaborku MCIIIH B
LIEJIOM ¥ €€ CHCTEMEI 3aIllUThl HHQOPMALUK, B YACTHOCTH.

Pa3paboTka cuCTeMBI 3alMTHl JOIKHA BECTHCH NapalIebHO C pa3paboTKok 1
Da3BUTHEM CaMOM 3aIMIAEMON CHCTEMBL DTO MO3BOJHUT y4ecTh TpeGoBaHMs 6e30-
MIACHOCTY IIPH POEKTUPOBAHMU APXUTEKTYPHI B, B KOHEUYHOM CUeTe, co3aaTh bonee
>ddexTrBHBIE (KaK [0 3aTpaTaM pecypcoB, TaK U M0 CTOMKOCTH) 3alllMIIEHHbIe CHC-
TEMBI.

[IpeeMCTBEHHOCTh U COBEPLIEHCTBOBAHUE.

[IpenmnonararoT NOCTOSHHOE COBEPILIEHCTBOBAHME MEP M CPEACTB 3alMThl UH-
dbopMauy Ha OCHOBE NMPEEeMCTBEHHOCTH OPraHM3alMOHHBIX U TEXHUYECKHUX pelle-
HHH, KaJpOBOro cocrasa, aHanu3a QpyHkuuonuposanus MCIIIH u ee cucTeMsl 3a-
IIUTHl C YHETOM M3MEHEHMI B METOIax M CpeJCTBaX IepexBaTa HHGOpMaLMU, HOpP-
MAaTHBHBIX TpeDOBaHUM 10 3alUTE, JOCTHTHYTOrO OTEYECTBEHHOIO M 3apy0eXHOro
OTIBITA B 3TOM 00JaCTH.

[lepconanbHast OTBETCTBEHHOCT.

[IpeanonaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecneueHre Ge30macHOCTH
ITJIH 1 cucTeMbl UX 00pabOTKM Ha KaXOOr0 COTPYIHHMKA B NpelesiaX ero moJIHOMO-
yuit. B COOTBETCTBUY ¢ STUM HPHMHIIMIIOM paclpeaeneHue npas U 00s3aHHOCTEN CO-
TPYAHUKOB CTPOMTCS TakuM 00pa3oM, YTOOBI B Clydae J00Oro HapyIICHUS Kpyr
BUHOBHUKOB OBLT YETKO U3BECTEH WM CBEIEH K MUHHUMYMY.

[MpuHUMI MEUHEMMU3AIUY TOTHOMOYHH.

OsHayaeT NpefoCTaBICHUE IOJI30BATENAM MMHHUMAIBHBIX IPaB AOCTyNa B
COOTBETCTBUMHU C [IPOM3BOACTBEHHON HEOOXOAMMOCTBIO, Ha OCHOBE NPHUHIMIA «BCE,
YTO HE pa3pelleHo, 3alPEILEHO.

Tocryn k I1JId HOMKEH MPEOCTABISTHCS TONBKO B TOM Cliyyae ¥ obbeme, ec-
JIA 9TO HEOGXOOUMO COTPYJHHMKY IJIsi BBHINOJHEHHUS €ro AOKHOCTHBIX 00f3aHHO-
CTeH.

B3aumopeiicTBie U COTPYAHHIECTRBO.

IlpexmonaraeT cosfaHue GnaronpusTHOR aTMOC(HeEpsl B KOIIEKTHBAX MOApas-
neneHusi, obecneyusarompx aestensHocts VMCIIIH yupesxaeHus, g CHUKEHHS
BEPOSTHOCTH BO3HWKHOBEHHUS HETaTUBHBIX NEMCTBHK CBS3aHHBIX C YENIOBEYECKUM
(baxTopoM.

B Taxoif 06CTaHOBKE COTPYIHWKH IOJDKHBI OCO3HAHHO COOIIONATH YCTaHOB-
JIeHHBIE TIPAaBHUJIa U OKa3bIBaTh COACIHCTBYE B JeATEIBHOCTH MOApa3eIeHHH TeXHH-
4YeCKOH 3aluThl HHPOPMAaLUH.

I'ubxocTh cucTeMsl 3auTel [1/1H.

[IpHHSTEIE MEPBl ¥ YCTAHOBIIEHHBIE CPEJICTBA 32IIUTEI, 0OCOGEHHO B HaualbHBIH
MIepHOJ MX 3KCIUIyaTallid, MOryT obecleunBars KaK Ype3MepHbIi, TaKk ¥ HeAoCTa-
TOYHBIM ypOBeHb 3amuThl. s obecrieueHMss BO3MOKHOCTH BapbUPOBAaHHMS YPOB-
HeM 3AIUMIIEHHOCTH, CPEJICTBA 3allMTH! JOJDKHBI 06nanaTe onpeaeneHHod rubko-
cThio. OcOOEHHO BaXKHBIM 3TO CBOMCTBO SBJISETCS B TEX Clydasx, KOrJa yCTaHOBKY



CPEACTB 3allUTHl HEOOXOAMMO OCYLUECTBIATH Ha paboTaloLIyI0 CHUCTEMY, HE Hapy-
11asi MpoLecca e HOpMaIbHOro PyHKUHOHMPOBAaHHUS.

OTKpPBITOCTS QJITOPUTMOB ¥ MEXaHH3MOB 3alMTHI.

CyTh NpPUHLMIIA OTKPBITOCTH 2JTOPHTMOB M MEXAHM3MOB 3allUThl COCTOHMT B
TOM, YTO 3alllUTa He JOJKHA 00eCreYHBaThCS TONBKO 32 CYET CEKPETHOCTH CTPYK-
TYPHO! OpraHu3aluy ¥ aIrOpUTMOB (QyHKIMOHUPOBAHHS €€ MOJCUCTEM. JHaHHUE
aNTOPUTMOB palOOTHl CUCTEMBI 3aLUUTHI HE JOJDKHO JaBaTh BO3MOJKHOCTH €€ Ipe-
ononenus (naxe apropam). OQHAKO, 3TO He O3HAYAET, 4TO HHPOPMALKM O KOHKPET-
HOM CHCTeMe 3allMTh] JOJDKHA OBITH O0IIeJOCTYIHA.

IIpocToTa NpUMeHeHUs CPeACTB 3aLUUThI.

MexaHu3MBbl 3alIMThl JOIKHBI OBITE MHTYUTUBHO IOHATHBI M NPOCTHI B HC-
I0NL30BaHMU. [IpMeHeH e CPEICTR 3aIUThl He JOJIKHO OBITE CBSI3aHO CO 3HAHHEM
CIIELHANIEHBIX SI3GIKOB WJIX € BEITIOJNTHEHUEM JeHCTBUMA, TPeOYIOIMX 3HAYMTENBHBIX
JOTIOMHUTEIBHEIX TPYIA03aTpaT Mpy OObIYHON padoTe 3aperMCTPUPOBAHHBIX YCTa-
HOBIIEHHBIM ITOPSIKOM ITOJIB30BATENEH, a TaKkKe He JOKHO TpeboBaTh OT MOJb30-
BaTeJs BBLIIOJHEHHS PYTHHHBIX MAaJONOHSATHBIX €My onepaluil (BBOJ HECKOJBKHX
napoiei U UMeH H T.4.).

Jlo/KHA TOCTUraThCS aBTOMATH3AIMS MaKCHUMAalIbHOIO YMCa NEUCTBUH I10JIb-
3oBareneit u agmuHUcTpaTopoB UCIIdH.

Hayynast 000CHOBaHHOCTB U TEXHUYECKAS PEAIU3yEMOCTh.

HUudopmalroHHbIE TEXHONOIHM, TEXHUYECKHE M IPOrpaMMHEIE CpEACTBa,
CpPEJICTBA ¥ MEpPBI 3aLIMThl HHPOPMALMH JOJKHEI OBITh Pealu30BaHbl HA COBPEMEH-
HOM YPOBHE Pa3BUTHA HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH 3PEHHUS JOC-
TYDKEHUS 38[JaHHOr0 YpOBHS 0e30IacHOCTH MHpOpMAalMK U JOJKHBI COOTBETCTBO-
BATh YCTAHOBJIEHHEIM HOpMaM U TpeboBaHuaM 1o 6esonacHocTu [1/1H.

C3I114 nomxHa OBITH OPUEHTHUPOBAHA HA PEIIEHHS, BO3MOMKHBIC PUCKH IS
KOTOPBIX ¥ Mepbl NPOTHBONEHCTBHA 3TUM PUCKAaM NPOIIH BCECTOPOHHIO TEOpe-
THYECKYIO U MIPAKTHYECKYIO IIPOBEPKY.

Crienuanuzaius 4 npodecCHOHAIU3M.

[NpennonaraeT npUBleYeHUE K pa3paboTKe CPEACTB K pealn3alliy Mep 3allid-
Thl “HGOPMALMK CIELVAaTH3UPOBAHHBIX OpraHK3alyi, Hanbosee MOATOTOBICHHBIX
K KOHKPETHOMY BHAY HESTENBHOCTH IO obecnedeHuto 6ezomacHocty 114, mmvero-
ILUAX ONBIT MIPAKTHYECKOM pabOThl ¥ FOCYJAPCTBEHHYIO TUIEH3HIO Ha NIPABO OKa3a-
HYsSl YCIIYT B 5TOM obnactu. Peanuzanus aqMUHUCTPATHBHBIX MEp U IKCIUTyaTalus
CpEeICTB 3aIIWTHEl JOMKHA OCYLIECTBIATECS NPOPECCHOHANBHO MTOATOTOBIEHHBIMU
cnenuanictamMu ['Y3 «Kb Ne 5».

O0s3aTEeNBEHOCTE KOHTPOIIA.

[NpexanonaraeT 06s53aTeNbHOCTb U CBOEBPEMEHHOCTD BBISIBICHHS U NIPECEYCHUA
TTOTIBITOK HApYILEHHUs yCTAHOBIEHHAIX MpaBuI obecnedenus 6esomnacnocty I1/1H Ha
OCHOBE HCITONIE3YEMBIX CHCTEM M CPEICTB 3aLUWTHl HHQOPMALXK [TPU COBEPIUCHCT-
BOBAHMM KPUTEPHER ¥ METOLOB OLCHKH 30 (EKTUBHOCTH 3THX CHCTEM U CPENICTB.

KOHTpONb 3a AESITENBHOCTHIO JIOOOro IMONb30BaTENA, KAXAOro CpencTea 3a-
[IIUTH] ¥ B OTHOLIEHMH JTH060ro obbeKTa 3alMUThl JODKEH OCYIIECTBIATECS Ha OCHO-
BE NPUMEHEHHs] CPEJICTE OTIEPaTHBHOIO KOHTPOJIS U PErMCTPalMU M JOJDKEH OXBa-
THIBATh KaK HECAHKIMOHHUPOBAHHEIE, TAK U CAHKIUOHUPOBAHHBIEC NEHCTBHS IIOJIB30-



BaTelle.

MEPBI, METOJbl KM CPEJICTBA OBECIIEYEHMA TPEBYEMOI'O
YPOBHA 3AIIUIITEHHOCTHA

Obecneuenre TpeOyeMOro ypOBHS 3alUIIEHHOCTH IOJDKHBI JOCTHIAThCS C
WCIIONB30BAHUEM MEp, METOMNOB U CpelcTB OezomacHOCTU. Bee mepsl obecnieueHUs
6e3onacHocTy UCII/[H noapaznensroTes Ha:

- 3aKOHOJIaTebHbIE (IPABOBLIE);
- MOPaJIbHO-3TU4ECKUE;

OpraHu3alMOHHbIE (aIMUHUCTPATHBHBIE);
busnIecKue;

TeXHHYECKUE (annapaTHble U NPOrpaMMHBIE).
[Tepeuens BEIOpaHHBIX Mep obecrneyeHus Oe3onacHocTH otpaxxkaercs B [lnane
MepoTnpUATH# o obecniedyenuro 3amuTel [1/H.

3aKoHOAaTeBHBIE (IPABOBbIE) MEPHI 3AILIUTHI

K mpaBOBBIM MepaM 3alldThl OTHOCSATCH AEHCTBYIOIIME B CTPaHE 3aKOHBI,
YKa3bl 1 HOPMaTUBHBIE aKThl, perIaMeHTUPYIOLMe ITpaBuiia obpamenus ¢ [T/, 3a-
Kpervisiroliye npasa U 00s3aHHOCTH yYaCTHUKOB MH(GOPMAalMOHHBEIX OTHOILIEHUH B
npolecce ee 00paboTKM U UCIONB30BaHUs, & TAKKe yCTaHABIHMBAKOLIUE OTBETCT-
BEHHOCTB 32 HapYILIEHHUs 3TUX I[PaBUIl, IPEISATCTBYS TEM CaMbIM HENPaBOMEPHOMY
Hucnonb3oBanuio I1/I8 U sBasromrecs COEpKUBAIOIIMM (paxTopoM Alid NOTEHIM-
aNBHBIX HapyIHUTENeH.

[IpaBoBble MEpHI 3ALIMTH HOCST B OCHOBHOM YNPEXAAOUIMH, TPOGUIaKTH-
YecKuil XapaxTep U TpeOyrOT NOCTOSHHON Pa3bsiCHUTEBHON paboTHI ¢ IONB30BaTE-
JISIMM U OOCITY>XUBAIOIIUM IIEPCOHAIIOM CHCTEMEL.

MopanbHO-3TUYECKHE MEPHI 3L TEI

K MOpaibHO-3THYECKUM MepaM OTHOCSTCS HOPMBI IMTOBEJEHHUS, KOTOpbIe Tpa-
IMIMOHHO CIIOXMIKMCh MM CKIAIbIBAlOTCS [0 Mepe pacnpocTpaHenus OBM B
cTpaHe Wi obIecTse. DTH HOPMBI OONBIIEH YaCTBIO HE ABIAIOTCS 00s3aTeNbHBIMY,
KaK 3aKOHONATEeNBHO YTBEP)KIECHHBIE HOPMATHBHEIE aKThl, OJHAKO, HX Hecobmoze-
Hue BeJeT OOBIYHO K MaJSHUIO aBTOPUTETA, IIPECTHKA YEIOBEKa, IPYNIbI JIML Ui
opraHu3alyy. MopanbHO-3THYECKHe HOPMB! OBIBAIOT KaK HEMuCaHble (HarnpuMmep,
OOLIETpU3HAHHbIE HOPMBL YECTHOCTH, TATPHOTHA3MA H T.I1.), TAK ¥ MUCaHbIE, TO ECTh
odopMIEHHEIE B HEKOTOPBIH CBOX (YCTaR) NPaBUIT UK NIPeANHCaHHU.

MopansHO-3THYECKKE MEPEI 3AIUTHI ABIAOTCS TPOGUIAKTHYECKUMY U Tpe-
OyIOT MOCTOSHHOM paboThl IO CO3JAHMIO 3[NOPOBOrO MOPAIBHOrO KiIMMaTa B KOJ-
JIeKTUBax onpasjieieHuii. MopalbHO-3THYECKHE MEPBI 3AIUThl CHUXKAIOT BEPOAT-
HOCTH BO3HMKHOBEHUS HEraTUBHBIX NEHCTBUM CBA3aHHBIX C YEJOBEYECKUM (AKTO-
pom.

OpranuzalnoHHblie (aAMUHUCTPATUBHBIE) MEPEI 3alUThHI

OpraHnzanroHHble (aIMUHHCTPATUBHEIE) MEPBI 3AIIUTHI - 3TO MEepbl OpraHu-
3AI[MOHHOIO XapakTepa, periaMEeHTHPYIOUIME MPOUECCHl (QYHKLMOHUPOBAHHS
HCI1n, ucnonszosanue pecypcor UCITIH, nesTenbHOCTh 00CIy>KMBAKOILErO NEP-



COHala, a TaKXe NOpsSAOoK B3aumoneicTBus nonszosarenei ¢ VCII[IxH Takum obpa-
30M, 4TOOB! B HauMOONBLUEH CTENEHU 3aTPYyNHHUTb WM HMCKIIOYHUTH BO3MOXKHOCTB
peanu3alyy yrpo3 0e30NacHOCTH UM CHU3UTH pasMep IOTeph B ClIy4ae HX peasu-
k21007178

[napras uens aIMHHUCTPATHUBHBIX Mep, NPEeANpPUHUMAEMBIX Ha BBICLIEM
YIIPaBIEHYECKOM YPOBHE — C(OPMHUPOBATH NMONKUTHKY MHPOpMalMOHHOM Oe3zomac-
"Hoctu I1/Jn (oTpaxkarollylo MOAXOAb! K 3alUTe MH(QOpMauuu) U ODECIeYHTh €€
BBITTOJTHEHUE, BEIACNAS HEOOX0AUMbIe PECYPChl U KOHTPOIUPYSA COCTOAHME Je1.

Peanuzanus nonutuky uHpopmarronHo# 6ezonacHoct 101 B MCI1[H co-
CTOST M3 MEp aJMUHHCTPATHBHOIO YPOBHS U OPraHH3aLMOHHBIX (TIPOLENYPHBIX)
Mep 3alIUTh HHYOpMALHH.

K anqMUHHCTPATHBHOMY YPOBHIO OTHOCSITCS pELICHMS DYKOBOJACTBA, 3aTpard-
saromue festensHocts MUCIIIH B nenoM. [IpumMepom Takux pelueHHiA MOryT OBITh:
- MPUHATHE PELIEHHUs O (POPMUPOBAHUM UITH NIEPECMOTPE KOMILJIEKCHOH MPOrPaMMBI
obecneuenus 6ezonacHoctu [1]JIH, onpeneneHyue OTBETCTBEHHBIX 34 €€ pealu3alluio;
- GopmynupoBaHue Lened, INOCTAHOBKA 3ajad, ONpejejieHUe HaIlpaBlICHUH nes-
TENBHOCTH B obnactu 6e3onacHocTy [1]1H;

- IPUHATHE PELIEHHH 0 BONPOCaM pealH3allid NporpaMmel 0€30MacHOCTH, KOTO-
pble pacCMaTPUBAKOTCS Ha YPOBHE BOILHUIEI B IEIOM.

[TonuTrKa BEPXHErO YPOBHS JOJKHA YETKO OYEPTHUTE cepy BIUSHUA U Orpa-
HWYEHUs [IpY onpeneneHuy Leneit 0ezomacHoctu [1/1H, onpenenTs KAKUMK pecyp-
camu (MaTepHaibHble, IepCOHA) OHH OyIYT NOCTUIHYTEl U, HAUTH pa3yMHBIA KOM-
NIPOMHUCC MEXIY TNPHEMIEMbIM YPOBHEM O0€30NMAcHOCTH M QYHKUMOHAIBHOCTHIO
HCITH.

Ha opraHuzaunoHHOM YPOBHE ONPENENSIOTCA MPOLENypsl H NpaBuia JOCTH-
KCHHMs 1eledl 1 pelueHust 3a1ad ONUTHKKA uH(popManmonHok besonacnocty I1IH.
3TH NpaBuUia ONPEAEIAIOT:

- KaKoBa 00J1acTh NIPUMeHEHUS NONUTHKH 6e3onacHocty IT/H;

- KaKOBbl DO W 0OS3aHHOCTH JOJDKHOCTHBIX JIML, OTBEHANOLIME 32 NPOBEACHHE
nonuTuku 6esonacHocTd [1JIH, a Tak e UX yCTaHOBUTHL OTBETCTBEHHOCT;

- XTO MMeeT IpaBa noctyna K IT/IH;

- KaKMMH MepaMH U CpelcTBaMy obecniequnsaercs 3amura [1/1H;

- KaKMMU MEpPaMH ¥ CPEACTBaMU 00eCIIedUBaeTCsl KOHTPOIb 3a COOIIONCHHUEM BBe-
JIEHHOT'O perkuMa 6e30IaCHOCTH.

OpraHu3alliOHHBIC MEDPBI JOJDKHBIL:

- IpeycMaTpUBaTh periaMeHT WHOOPMALMOHHBIX OTHOLUCHUH, HCKIOYaroLIMX
BO3MOIKHOCTb HECAHKLIMOHUPOBAHHBIX NEUCTBUH B OTHOIICHHH OOBEKTOB 3AIUTHI;
- ONpENeNsTh IOPSAIOK PabOTEl C IPOrPAMMHO-MATEMaTHYECKUMH M TEXHHYECKUMU
(anmnapaTHEIE) CPENCTBAMM 3aLUTHl M KPHMIITO3AIIMTEL ¥ APYTHX 3allUTHBIX MEXa-
HU3MOB;

- opranu3oBath Mepsl nporusoaekcteus HC/I mons3oBaTteniMy Ha STanax ayTeH-
TUGUKALWK, aBTOPU3AIAH, HASHTHQHUKALMY, 00eCIIeYHBaOIIMX rapaHTHH peansa-
LIMM TIPAB ¥ OTBETCTBEHHOCTH CYyGBHEKTOB HH(MOPMALIMOHHBIX OTHOUICHHH.



OpraHuzanioHHbIE MePhI JODKHBI COCTOATE 3!
- HHCTpPYKUUs gocTyna B nomemenus MCII/H;
- [IOPAIOK IOIIyCKa COTPYAHUKOB K Hcnonb3oBaHuIo pecypcoB UCII/IH bonsHULEL;

- UHCTPYKLHS I10 BeIeHHIO 0a3 NaHHBIX M OCYLIECTBICHUA MoaubUKanuu HHPOp-
MalIMOHHBIX PECYPCOR;

- WHCTPYKUUS N0 OOCTYXMBaHHUIO ¥ OCYIIESCTBICHUIO MOAXMDUKALWH AMMapaTHBIX 1
nporpaMMmHubix pecypcos MCII/IH;
- uHcTpyKuui nonszosateneit MCIIAn (anmunucrparopa MCIT/IH, anMUHHCTpaATO-
pa 6ezomacHoctH, oneparopa MUCIT/IH);
- UHCTPYKLIMH 10Jb30BaTeNel IpY BOSHUKHOBEHUYU BHEIITATHBIX CUTYallUH.

duznyecKre Meph! 3alUThI

Ouzuveckrie Mephl 3allUTHl OCHOBaHBI Ha MPHMEHEHHH Pa3HOro poja Mexa-
HUYECKUX, SIEKTPO- WU 3JIEKTPOHHO-MEXaHWYECKUX YCTPOMCTB U COODYKEHUH,
CHEMaIbHO NpelHa3HAYeHHBIX AN CO3JaHMs (U3NYECKHX NPENsATCTBHH Ha BO3-
MOXKHBIX ITyTSIX MPOHHMKHOBEHHS ¥ JOCTYINa NOTEHUMANbHBIX HapyLIUTEIeH K KOM-
MOHEHTAaM CHCTEMBI M 3allMINAeMON UHGOPMAIMY, a TaKXe TeXHHYECKHUX CPEICTB
BH3YAJTBHOTO HAOIIOICHHUS, CBI3M K OXPaHHON CUIHAIM3alHH.

dusryeckas 3allUTa 3TaHUH, TOMEIIeHUI, 00BEKTOB U CPeACTB UHMOPMATH-
3allMM JOJDKHA OCYIIECTBISATHCS IMYyTEM YCTAHOBJEHHMS COOTBETCTBYIOLIMX ITOCTOB
OXpaHBbl, C TIOMOLIBIO TEXHUYECKUX CPEICTB OXpaHbl UK JIOOBIMU APYTUMH CIIOCO-
GaM#, peJOTBPAILAIOIMMHI WK CYIIECTBEHHO 3aTpyIHAIOIIMMY IPOHMKHOBEHHE B
3/@HKE, NIOMEIIEHUS MOCTOPOHHUX JIHUI, XHIIEHWEe WHMOPMALMOHHBIX HOCUTENIEH,
caMUX CpelICTB MH(pOpMaTU3alMH, HCKIIOYAIOIMMH HaX0XICHHE BHYTPH KOHTpPO-
THpyeMol (oXpaHseMOH ) 30HBl TEXHUYECKUX CPEICTB Pa3BeIKH.

ATmapaTHO-TIporpaMMHBbIe cpeacTsa 3amuTsl [11x

Texuuueckue (anmapaTHO-IIPOTPaMMHBIE) MEPBl 3alHTHl OCHOBAHBLI Ha HUC-
[OJB30BAHUK PAa3NMUYHBIX 3JEKTPOHHBIX YCTPONCTB H CIELMAaIbHBIX IPOrpamM,
Bxonaumx B coctas VICIT/IH ¥ BHINONHAOLIMX (CAMOCTOSTENBHO MIIH B KOMILIEKCE
C IPYTHMMH CpeJACTBaMK) QYHKIMU 3aIUMTh! (MICHTHOUKAIMIO ¥ ayTeHTHU(OUKALHIIO
oJb30BaTeNNel, pasrpaHMYeHHe NOCTYIa K pecypcaM, PEerMCTPalMio COOBITHH,
KpUIITOrpahUyecKoe 3aKpbITHe HHPOpMaLMY U T.1.).

C yueroM Bcex TpeGoBaHmit ¥ MpUHIUIOB obecriedeHus 6eszonacHocTy [1/IH
s MCIII no BceM HanpaBieHUsM 3allUThl B COCTaB CHCTEMBI 3alUTHI JOJKHBI
OBITH BKIIFOUYEHBI ClIeyIOIIe CPeACTBA:
- cpeicTBa UAeHTH(GUKAUUY (OIO3HABAHMS) M ayTeHTH(OUKAUMH (NOATBEPHICHHUS
nonnuuyocTH) nonszoparenei UCIIx;
- CpelCTBa pasTPaHHYEHUs JOCTYIa 3aPerUCTPUPOBAHHBIX IONB30BaTENIEH CHCTEMBI
K pecypcam MCIITdn Yupexnenus;
- CpelicTBa OBECIIEYeH s ¥ KOHTPOJS LENOCTHOCTH INPOIPaMMHBIX M MH(OpMaK-
OHHBIX PECYPCOB;
- CpeCTBAa ONEPATHBHOIO KOHTPOS M PEriCTpaluy COOBITHH 6e30MacHOCTH;
- Kpunrorpaduyeckye cpencTtsa 3auTel [T/1H.



Yenenmsoe npuMeHerre TeXHHYECKUX CPEICTB 3aIUTEl Ha OCHOBAHMMU [IPHH-
LUIIOB (pasjen 5) IpearoaraeT, YTO BHIIONHEHHE TIEPEYHCIICHHBIX HIXKe TpeGoBa-
HUH 00ECleYeHO OpraHW3alMOHHBIMH (aIMHHUCTPATUBHBIMU) MEPAMU M HCIIOJIb-
3yeMBIMU PH3NYECKHUME CPEICTBAMHY 3aIUTHI:

- obecneueHa pu3nIECcKas LETOCTHOCTE Beex komnoneHT UCTIIH;

- KaXX[BlM COTpyAHHMK (nons3oBarens VICIT/IH) wnu rpynmna mois30Bareieil MMeer
YHHUKaJIbHOE CHCTEMHOE MM U MUHUMAJIBHO HEOOXOAWMBIE UIS BBIIIOJNHEHHUS UM
CBOMX ()YHKLMOHANIBHEIX O0S3aHHOCTEH ITOJTHOMOYHS 110 JOCTYIY K pecypcam cHc-
TEMBI;

- BCE U3MEHEHMs KOHOQUTYpalud TEXHUYECKUX U MporpamMmusix cpeacts MCITIn
NIPOU3BOIATCS CTPOr0 YCTAHOBIEHHBIM IOPSIKOM (PErHMCTPHPYIOTCS H KOHTPOJIH-
PYOTCsl) TOIBKO Ha OCHOBaHHH pacnopsikeHud pykosoactsa I'Y3 «KB Ne 5»;

- ceTeBoe 00OpyIOBaHME (KOHLEHTPATOPBI, KOMMYTATOPBI, MapIIPYTH3aTOPLl H
T.Il.) PaclonaraeTcs B MecTaxX, HeOCTYNHbIX I IOCTOPOHHMX (CHELMANbHBIX 10-
MEILEeHUsIX, IKadax, ¥ T.I1.);

- CIIENHATUCTAMM YUPEKACHHUS OCYIIECTBISETCS HENPEpPhIBHOE YIPABICHHE U al-
MUHUCTPATHBHAS [TOANEPKKA QYHKIIMOHUPOBAHHUS CPENCTB 3allKThI.

KOHTPOJIb 2OPEKTHUBHOCTM CHUCTEMEI 3AILMTHI UCITIu T'V3
«KBb Ne 5»

KonTpone adpdexrunoctr C3I1[JH TOMKEH OCYIIECTBISETCS Ha IEPHOANYE-
CKOIf ocHOBe. Llenrro kKoHTpos 3QMEKTUBHOCTH SIBIAETCS CBOEBPEMEHHOE BHISBIIE-
Hye HeHaJulexKamx pesxxumos pabotsl C3I1H (oTKIIOUEeHNE CPencTB 3alUUThl, Ha-
DYLIEHKHE PEXMUMOB 3allUThl, HECAHKIIMOHMPOBAHHOE U3MEHEHUE PEXKUMA 3aAIIUTHI U
T.II.), @ TaK [POTHO3MPOBAaHHE U IMPEBEHTUBHOE pearupoBaHHe Ha HOBBIE YI'PO3BI
OezonacuHocTu [1/1H.

KoHTpons MOXeT MpOBOAMTBECS KaK aJMHUHHUCTPATOpPaMH Oe30MacHOCTH
WCT1Ix (oneparuBHBINA KOHTPOJIb B NpolUecce HHPOPMALMOHHOI0 B3aUMOICHCTBHS
B MCII/IH), Tak ¥ NpuBIEKaeMbIMH I 3TOM LEIH KOMIIETeHTHBIMU OpraHU3allus-
MM, UMEIONIMMH JUIIEH3UIO Ha 3TOT BUJ AesTtensHocTH, a Take DCTIK Poccun u
@Cb Poccum B nipenenax ux KOMIIETEHLUH.

KoHTpone MOXeT OCyLIECTBAATHCS aIMHHUCTPATOPOM Oe30MacHOCTH KakK ¢
MIOMOLUBIO LUTATHBIX CPEACTE cucTeMsl 3auThl [1JIH, Tak ¥ ¢ NOMOLUBIO CHelHalb-
HBIX [IPOrPaMMHBIX CPEICTB KOHTPOJISA.

Ouenka s¢dextuBHOCTH Mep 3amuThl [1/IH MpOBOAKUTCS € MCHONIB3OBaHHEM
TEXHUYECKUX U MIPOTpaMMHBIX CPEICTB KOHTPOJS Ha IIpeAMET COOTBETCTBHUSA yCTa-
HOBJIEHHBIM TPeOOBaHUAM.

COEPLI OTBETCTBEHHOCTH 3A BE3OITACHOCTS I1]Ix

OTBeTCTBEHHBIM 32 pa3paboTKy Mep W KOHTPOJIb Haa obecrniedeHueM Oesonac-
HOCTH NePCOHAJIBHBIX NaHHBIX SBISETCS PyKOBOAMTENs BonsHMIBl. PyKoBOmMTENH



MOXET HeNerHpOoBaTh YaCTh MONHOMOYUH Mo obecreyeHuIo 0e30IacHOCTH INepco-
HaJIbHBIX TaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOROIMUTENS BKIIOYAET CIIEAYIOLUME HalpaBlICHUS
o0ecneuenus 6e3zonacHoctH [1/0H:
- [TnanupoBanue u peanuzamus mep no odecneuenuro d6esonacrocty 111x;
- AHanu3 yrpo3 6ezonacnoctu I1[H;

= Pa3pa60TI{y, BHECIOPEHHWE, KOHTPOJIE HUCIIOIHEHUA U NOAAEPHKAHHME B aKTyaJlbHOM
COCTOSIHHH IIOJIUTHUK, PYKOBOJICTBE, KOHHCHHHﬁ, apeouenyp, periaMeHToB, HHCTPYK-
18050781 APYTHUX OPraHU3alIUMOHHBIX JOKYMEHTOB IIO obecneyeHHIO 6630H&CHOCTH;

- KonTpos samumennocty VT urdpactpykrypsl boasruus! ot yrpoz Wb myrem;

- O6yuenne u uHpopmuposanue nojissoparenei VICII[H, o mopsake paboThl C
IT1/Ie u cpencTBaMu 3alLUTHI;

- [IpenoTBpallesre, BBIIBICHHE, DEarpOBaHME M pacclelOBaHuEe HapylleHHH
6ezonacHocTu I1/IH.

[Tpy B3aMOJEHCTBHY CO CTOPOHHUMM OpraHU3alUsMH B Cllydasx, Korja co-
TPYIHUKAM 3THX OpraHu3alyil NpeIocTasiIseTcs AOCTyN K 00BbeKTaM 3allUThI (pas-
nen 3), NaHHBle OpraHW3alldd JOJDKHO OBITH NPEeNyNpesxaeHbl 0 COONIONeHUHU pe-
xuma Oezonacuocty [1]1H npu Bemmonsesun padot B UCITH.

MOJEJIb HAPYIIUTEJIA BE3OITACHOCTH

[Tox mapymutenem B I'Y3 «KbB Ne 5» noHuMaeTcs J4UO, KOTOpOe B pe3yibTa-
Te YMBILIEHHBIX WK HEYMBIUUIEHHBIX ACHCTBUI MOXKET HaHECTH yepd o0beKTam
3aIUTH (pa3nen 3).

HapymuTenu noapasaensioTes no npusHaxy npusaanexsoctu Kk UCI1IH. Bee
HAPYLIUTETH AENSTCs Ha JBe FPYIIIbL:
- BHELUHME HapYIIMTENX — QUIHYECKHe JIHIa, He UMEIOIIMe MpaBa npebbiBaHus Ha
TEPPUTOPHE KOHTPOJIMPYEMO} 30HBI, B IIpefielaX KOTOPOH pazMemnaeTcs obopyno-
sanue VCI1/H;
- BHYTpEHHHE HapyUIUTENd — QU3NYECKHe UL, MMEIOIMe IpaBo NpedbiBaHus Ha
TEePPUTOPUM KOHTPOIMPYEMOHN 30HBI, B IIpeeNlaX KOTOpoH pasmernaercs obopyno-
sanue MCII/IH.

MOJEJIb YIT'PO3 BE3OITACHOCTH

Hns VUCITIx BombHMLB! BELACISIOTCS CAEMYIONINE OCHOBHBIE KaTeropuu yrpo3
0e30IaCHOCTH NI€PCOHANBHBIX JaHHbBIX:
- Yrpo3sl OT yTeUKH N0 TEXHUYECKHM KaHallaM.
- VIpo3bl HECARHKIIMOHUPOBAaHHOIO JOCTYNA K HHPOPMAaLUK:
- Vrpo3sl yHUUTOXEHHs, XuleHus annaparseix cpeacts MCIIIH HocuTene# HH-
dbopmaruu nytem dusmueckoro gocryna k anementam UCITIH.
- Yrpo3sl XWINEHHS, HECAHKLHOHWPOBAHHOM MOJMOMKANMK WM OJIOKAPOBaHHUS
uHbopMaLuK 3a C4eT HecaHKuuoHuposanHoro pocryna (HCJI) ¢ mpumeneHuem



[IPOrpaMMHO-aNNapaTHeIX U IPOrpaMMHBIX CPEACTB (B TOM YHCIE MPOrPaMMHO-
MaTeMaTH4IeCKUX BO3INEeHCTBUMN).
- Yrpo3sl He NpegHaMepeHHBIX NeHCTBUH Moibp30BaTeNell W HapylleHUH Oe3omac-
Hocty dynkuuonuposanus VCIIx u C3I1JH B ee cocTaBe uU3-3a cOOEB B IpO-
rpaMMHOM ODeCIeYeHHH, a Tak)Ke OT YIpo3 HEaHTPOIIOreHHOro (CO0eB anmnaparypsl
W3-32 HEHAJEXHOCTH 3JIEMEHTOB, COOEB 3JIEKTPOMUTAHHUA) U CTUXHHHOrO (yIapoB
MOJTHUH, TT0KapOB, HABOJHEHUHM U T.II.) Xapakrepa.
- Yrpo3sl IpeAHaMepeHHBIX AeHCTBUH BHYTPEHHUX HapyLUIUTENIEH.
- YTpo3bl HECAHKIIMOHUPOBAHHOIO JOCTYIIA 10 KAHAJIaM CBS3U.
Mexanu3Mm peanusanuu Konuenuuu

Peanuzanys KoHIENIHM TODKHAE OCYIIECTRIATHCS HAa OCHOBE IIEPCIEKTHBHBIX
[IPOTPaMM M TUIaHOB, KOTOPBIE COCTABISIOTCS HA OCHOBAHWH M BO HMCIOJIHEHHE!
- dbenepanbHEIX 3aKOHOB B 06/1acTU 06ecedeHrss HHPOPMallMOHHON 6€301acHOCTH
1 3aLUMThl HHPOpMAaLH;
- nocranosnenui [IpaputenscTa Poccuiickoit enepanuu;

- PYKOBOMSAIIMX, OPraHU3alHOHHO-DACTIOPAIUTENBHEIX 1 METOAUYECKUX JTOKYMEH-
ToB ®CTIK Poccuu;
- notpebuocrei CI1/IH B cpencTrax obecrneyenys 6€30MacHOCTH HHQOPMALKH.

OXVJTAEMBIV DO®EKT OT PEAJI3ALIMM KOHLIEITLUA

Peanuzanus Konnenuuu 6esonacyoctu [1u 8 UCII/IH mo3soauT:

- ouenuTs cocrosiHue GezomacHocty uHbpopMmanuu WMCIIJIH, BBISBATE MCTOYHHMKU
BHYTPEHHMX M BHEIUHHX YIpo3 HHOOPMAIMOHHON 0€30IaCHOCTH, ONPEeNeIUTh PH-
OPUTETHBIE HAMPABJIECHMUS NPEJOTBPAILEHHUS], OTPAKEHUS U HEHTPaIM3alMK 3TUX yT-
po3;
- pa3paboTaTh paclopsAnTeNbHbIE 1 HOPMATUBHO-METOAUYECKHE JOKYMEHTBI MpH-
MeruTensHo K MCITIH;
- ycTaHOBUTH yposeHs 3amuuensoctd MCIIIH;
- NPOBECTH OPraHM3ALKOHHO-PEKMUMHbIC ¥ TEXHHYECKHE MEPOTIPUATHS 110 obecre-
yenuio 6ezonacuoctu [11a B UCI1/IH;
- 0beCeYnTh HeOOXOMUMEIN YPOBEHE 0€30I1aCHOCTH 00BEKTOB 3aIUTHI.

OcylecTBIeHNe 3THX MEPOIpPUATHH 00ecneduT Co3naHue eIMHOM, LEeJIOCT-
HOW M CKOOPIMHMPOBAHHOM crcTeMbl HHOpOpManuoHHoH Gesomacnocti MCITAH u
CO3ACT YCIOBHS JNIs ee NalbHeHero COBEpLIESHCTBOBAHNS.

HOPMATHWBHO-IIPABOBAS BA3A

OcHOBHBIMH HOPMAaTHBHO-IIPABOBBIMYA M METOAMYECKHMH JOKYMEHTaMH, Ha
KOTOPBIX G6azupyeTcs HacTosmas KoHuenus SBasoTcs:

denepansabii 3akoH oT 27.07.2006 Ne 152-P3 «O nepcoHaNBHBIX JAHHBIXY,
YCTaHABIMBAOIMH OCHOBHbIE IMPHHUMIBI U ycnoBus obpaborku I[I[lH, mpasa,
0043aHHOCTH U OTBETCTBEHHOCTH YYaCTHUKOB OTHOUIEHMM, CBS3aHHBIX C
obpaboTtkoit IT/IH.



@enepanbhbliii 3aKk0H 0T 21.11.2011 Ne 323-P3 «O06 ocHOBaxX OxXpaHbl 30pO-
Bbs rpaxzaH B Poccuiickoil ¢penepanum.

[Tocranoenenme IlpaBurensctea P® or 1 wHosbps 2012 N 1119
"O0 yrBepkaeHuy TpeOOBAHUM K 3allUTe IEPCOHANBHBIX JaHHBIX NPU UX 00paboT-
Ke B MH(OPMAIIMOHHBIX CUCTEMAX ePCOHANBHBIX JaHHBIX"

[TocranoBnenue IlpaButensctBa PO or 21 wmapra 2012 N211
"O0 yTBEPKICHMHM NEPEeUHsl Mep, HalpaBleHHBIX Ha oOeclleYeHHEe BBIIOJHEHHUS
obsi3aHHOCTEH, peaycMoTpeHHBIX DenepansHpiM 3akoHOM 'O NepCOHANBHBIX JaH-
HbIX" U MPUHSATBIMK B COOTBETCTBHHM C HHM HOPMATHBHBIMH IIPABOBBIMHU aKTaMH,
OIepaTopaMH, SBISIOLIMMUCS I'OCYIapCTBEHHBIMM WM MYyHULMIIATBHBIMH OpraHa-
Mu".

«[Tonoxenue 00 0cODeHHOCTAX OOpabOTKH TEPCOHATBHBIX JaHHBIX,
OCYILECTBIsIeMOM 0€3 HCIONIB30BaHUS CPEICTB ABTOMATU3ALMMY, YTBEPKICHHOE
[Tocranosnenuem [IpagurenscTa PO ot 15.09.2008 r. Ne 687.

HopmartuBHO-MeTomuyeckue  OOKyMeHTsl @enmepanpHoM  clIyxObl MO
TEXHHYECKOMY M OSKCIepTHOMY KoHTpoio Poccuiickoit @epepaunu (nanee -
OCTIK Poccuu) no obecrneuenuro OGesomacHoctd [IJJH mpu ux obpaboTke B
NCIIg:

[Tocranoenenne Ilpasurensctea P® ot 21 wmapra 2012 N2I1
"O6 yTBepXXOEHHM MEpedHs Mep, HalpaBleHHBIX Ha OOecledeHHe BBIIOIHEHHS
obs3anHOCTEH, NMpexycMoTpeHHBIX OenepanbHbIM 3aK0HOM 'O NepcOoHANBHBIX JaH-
HBIX" Y MPUHSATHIMH B COOTBETCTBHUM C HUM HOPMAaTHBHBIMU IIPABOBBIMH aKTaMH,
oTIepaTOpaMy, SBISIOLIMMUCS FOCYJAPCTBEHHBIMH WIH MYHHIMIIANLHEIMU OpraHa-
mu'".

Meroguyeckue peKOMEHIAIWH IS OpTraHU3allMy 32U Thl UH(POPMalUU TIpY
06paboTKe MMepCOHANBHBIX JAHHBIX B YUPEXIEHHUIX 3IPaBOOXPaHEHHUs, COLMANBHOMN
chepsl, TpyAa U 3aHSTOCTH (YyTB. MUEKCTEPCTBOM 3APaBOOXPAaHEHHUS K COLMANbHO-
ro passutus P® 23 nexabps 2009).



